
What Happened:

The Alliance received an anonymous 
tip that accused an Alliance staff 
person of accessing their family 
member’s record through the 
Alliance systems. The caller stated 
that this person worked in the 
Alliance’s Authorizations Unit. Staff in 
this department process and review 
authorization requests for members 
to receive services.  Staff are allowed 
to access member information if they 
need to in order to do their jobs. 
For example, if a staff member is 
reviewing an authorization request, 
they can look at the member’s 
medical records to help them make 
a decision. Staff are not allowed 
to access member information for 
personal reasons.

What Information Was 
Disclosed:

Authorizations Unit staff have 
the ability to access member 
demographic information, such 
as name, date of birth, Alliance ID 
number, Social Security Number, 
addresses, and phone numbers. They 
also can access medical records, 
authorizations, and claims history 
through the Alliance’s systems. The 
Alliance does not maintain records 
related to our member’s finances. 
This means that the staff member 
could not have accessed any 
financial information. 

What We Are Doing:

The person that left the anonymous 
tip didn’t tell us which staff member 
was involved. Staff are allowed to 
access member information if they 
need to in order to do their jobs. 
Because of these things, we could 
not tell if any of our staff looked at 
information they were not supposed 
to. All staff on this team were given 
additional training about when it is 
okay to look at member records.

What You Can Do:

If you are a member and have a 
family member that works for the 
Alliance, we suggest that you keep a 
copy of this notice for your records. 
You can look at this notice again if 
there are any problems with your 
medical records in the future. You can 
also request a copy of your records, 
free of charge, to make sure your 
Alliance ID number has not 
been misused. 

You can request a copy of your 
records by completing the Records 
Access Request Form. Once you 
complete the form, send it back 
to the Alliance. If you have any 
questions about how to do this, or 
would like to request a pre-paid 
envelope, please call our Member 
Services Department at 800-700-
3874, Monday through Friday, from 8 
a.m. to 5:30 p.m.

For More Information:

For more information about medical 
privacy rights, you can visit the 
website of the California Department 
of Justice, Privacy Enforcement and 
Protection at www.privacy.ca.gov.

Agency Contact:

We are sorry that this happened and 
want to assure you that we take our 
role of safeguarding our members’ 
personal information very seriously. 
If you have any questions about this, 
please contact the Alliance’s Interim 
Privacy Officer at 209-381-7318.
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