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Position Title: SYSTEMS ENGINEER II 

Position Status: Exempt 

Reports To:  Information Technology Director  

Effective Date: 02/20/2014 

Revised Date:  03/30/2015; 12/16/2016 

  

SUMMARY DESCRIPTION: Under supervision, this position:  

1. Provides server and network infrastructure development, management and support;  

2. Plans, coordinates, and executes infrastructure projects across multiple departments;  

3. Troubleshoots, diagnoses and resolves Tier 3 Desktop Support tickets; 

4. Researches, develops, tests, and deploys new technologies; and 

5. Performs other duties, as assigned. 

 

DUTIES AND RESPONSIBILITIES: 

1. Provides server and network infrastructure development, management and support, 

with duties including but not limited to: 

 Researching, planning, monitoring, maintaining and troubleshooting of:  

 All systems and desktops that support business services;  

 Alliance networks, intranet and internet connectivity; 

 Microsoft Windows Active Directory Services and Microsoft Exchange 

messaging infrastructure; 

 Windows servers, UNIX servers and VMWare servers; and 

 Other technologies used by the Alliance such as Rightfax, telecommunications, 

and wireless networking. 

 Monitoring system health and performance;  

 Researching and installing updates and upgrades; and  

 Analyzing, troubleshooting and repairing reported system, server, desktop and 

application problems. 

 

2. Plans, coordinates, and executes infrastructure projects across multiple departments, 

with duties including but not limited to:  

 Identifying and documenting the software and hardware requirements for 

infrastructure projects; 

 Planning the purchase and installation of all hardware and software required for a 

project;  

 Creating project plan for installation, deployment, communication and testing of 

technology; and 
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 Providing training and support including developing procedures, manuals, and 

FAQ’s for new infrastructure. 
 

3. Troubleshoots, diagnoses and resolves Tier 3 Desktop Support tickets, with duties 

including but not limited to: 

 Analyzing and resolving issues and following up with users to confirm resolution;   

 Working with Tier 1 Desktop Support personnel to resolve tickets and provide 

guidance; and 

 Documenting the troubleshooting and resolution process within ticket tracking 

system. 

 

4. Researches, develops, tests, and deploys new technologies, with duties including but 

not limited to: 

 Evaluating multiple products and delivering recommendations based on 

comparisons of pre-determined requirements; 

 Researching, analyzing, testing, recommending and deploying new products and 

technologies with minimal negative impact and minimal downtime for end-users; 

and 

 Researching, evaluating and recommending new technologies to meet current and 

future business needs. 

 

5. Performs other duties, as assigned. 
 

EDUCATION AND EXPERIENCE: 

 A minimum of four (4) years of experience in a computer operations environment which 

must have included server hardware support, software support, Active Directory 

administration, Exchange 2007/2010/2012 support and experience with mobile devices and 

mobile device management software is required; or an equivalent combination of education 

and experience which would provide the required knowledge, skills and abilities may be 

qualifying; and 

 A Bachelor’s degree in Computer Science, Computer Engineering or related field is 

preferred. 

 

JOB SPECIFIC KNOWLEDGE, SKILLS, AND ABILITIES: 

 Working knowledge of Windows Server 2012/2008/2003; 

 Working knowledge and experience with VMWare View and ESX systems and servers; 

 Knowledge and experience in supporting Microsoft operating systems; 

 Knowledge of Active Directory, DC design, Schema, OU design, AD replication topology; 

 Knowledge of networked printer installation, configuration, and management; 

 Knowledge of server, desktop and network administration; 

 Knowledge of Exchange 2007/2010/2012; 

 Knowledge of enterprise anti-virus/anti-spam/anti-malware solutions, including Symantec 

and/or TrendMicro; 

 Knowledge of DNS, DHCP, GPO’s, SMTP, WINS, and performance;  

 Knowledge of KMS and WSUS servers;  
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 Knowledge of mobile devices such as laptops and cell phones and mobile device 

management software;  

 Knowledge of troubleshooting processes with end users;   

 Knowledge of ITIL project guidelines and processes;  

 Ability to create a technical project plan; 

 Ability to communicate technical knowledge to non-technical recipients; 

 Ability to write clear, concise and accurate procedures, manuals, and documentation; and 

 Ability to research, compile, analyze and make recommendations regarding technology. 
 

ALLIANCE STANDARD KNOWLEDGE, SKILLS AND ABILITIES:  

 Ability to communicate effectively, both orally and in writing; 

 Ability to establish and maintain effective and cooperative working relationships with 

Alliance staff and others contacted in the course of the work; 

 Ability to assume responsibility and exercise good judgment in making decisions within 

the scope of authority of the position; 

 Ability to think and work effectively under pressure and accurately complete tasks within 

established times; 

 Ability to prioritize tasks and meet deadlines; 

 Ability to maintain confidentiality; and 

 Valid California Driver License, transportation and automobile liability insurance in limits 

acceptable to the Alliance. 

 

WORK ENVIRONMENT AND PHYSICAL DEMANDS: 

 Ability to sit in front of and operate a video display terminal for extended periods of time; 

 Ability to stand, reach, lift, or move equipment of varying size weighing up to 50 pounds; 

 Ability to bend, stoop, kneel, crawl and work in small spaces; and  

 Ability to travel to other office locations during the course of work. 

 

ALL ALLIANCE EMPLOYEES ARE EXPECTED TO:   

 Comply with all Alliance safety requirements; and 

 Adhere to all Alliance policies and procedures. 
 

______________________________________________________________________________________ 
The job duties, elements, responsibilities, skills, functions, experience, educational factors and the requirements and conditions listed in 

this job description are representative only and not exhaustive of the tasks that an employee may be required to perform.  The Alliance 

reserves the right to revise this job description at any time. 


